Digital Certificate

Today, digital certificates are a critical
component of all online commercial transactions.

Secure communication over the Internet is paramount in importance. As concerns over Internet privacy and
security have grown amid an increase in e-commerce transactions, knowing that we are communicating
confidentially has become atop priority. Today, business and consumer rel ationships exist entirely online and
parties must have the absol ute assurance that they are communicating securely. PenTeleDataDigital Certificates
help fortify the communication of sensitive or private information online.

What isaDigital Certificate?

Technically, adigital certificateis an attachment to an electronic message used for security purposes. A digital
certificateis used to verify that auser sending amessage iswho he or she claimsto be. It also providesthe
receiver with the meansto encode areply.

Digital certificatesgivel nternet and Extranet userstwo certainties:

Identity Confirmation — The party receiving theinformation (the party controlling the server) isthe party
to whom the communication is intended.

Non-inter ception— Theuser’ sinformation will not beintercepted, interpreted or corrupted between the
user’s browser and the server.

WhoNeedsaDigital Certificate?

Any company or individual wishing to send or collect private information to or from its users needs a Digital
Certificate. Thisincludesall e-commerce web-sites (for which SSL security has already become the standard) as
well as sites which communicate private and personal information with its users. Any company or individual that
wishes to communicate such important information should have their own digital certificate from PenTeleData.

PenTeleDataDigital Certificates
PenTeleDatacurrently offersthreevarietiesof Digital Certificates: Shared, Private & Verisign digital certificates.

Shared — A Shared digital certificate provides customerswith thefirst level of security. Itiscalled
“Shared” because asingular encryption signature is used by a number of clients. However, PenTeleData
Shared digital certificate customers employ the same certificate encryption scheme asany cther. Digital
certificates are, in part, used to confirm identity, and the security provides commercial customers fundamental
browser authentication. A user who visits a certificate-secured page does nothing special, and no changesto “The purchase of a

any system are needed (the client’ s machine must use a browser with 128-bit enabled encryption). Use of a

Shared digital certificate ensuresthat thewebsiteistrusted, asacertificateis stored on the user’ s computer. o o
PenTeleDatarecommends at least Shared certificate-level security to any business providing e-commerce Digital Certificate from
transmission of sensitive information on awebsite to authenticate who your customers say they are. Also, by
offering thefirst level in security for your online commercial transactions, adigital certificate wards against

costing you and your customers money pursuing i ssues associated with various electronic frauds. PenTeleData ensures

Private— A Privatedigital certificate providesvendors and customersthe comfort of extraordinary security,

since each Private digital certificate bearsits own unique encryption signature. Used only one-per-entity, your customers receive
Private certificates offer ahigh level of Internet security. Although both Shared and Private digital certifi-
cates encrypt the data stream identically, only the Private digital certificate holder isthe one who deliversthat the must trustworthy

particular, specific key toitsusers.

Therearetwo important benefitsto having a Private certificate: online security in the
- Liability For Stolen Data— On-line privacy issues have becometremendously important. Privacy

breaches result in embarrassment and loss of trust for on-line merchants and lead to costly and embarrassing

litigation. Without a Private Digital Certificate, at some point in the datatransfer processthe possibility exists industry.

for information to get intercepted by another party using the same certificate.

- Professionalism — When the secure-sessioniconisvisiblein the browser’ sframe, it isindicating that the Jeff Reinhard
browser has entered into a secure session. Double-clicking on thisicon will reveal information about the

certificate. Among other itemsregarding the certificate (Certificate Authority, date of expiry, etc.), the General Manager
information screen will identify to whom the certificate wasissued. If the company to whom the certificate -PenTeleData

was issued is not the company with whom the user isintending to communicate then the level of
professionalismisdiminished and thetrust islost.

- VeriSign— PenTeleDataal so offers our customersthe ability to purchase afull-serviced digital certificate
from VeriSign, athird-party organization.This digital certificate worksin the same way as a PenTeleData
Private Certificate with the added benefit of insurance. Although an added feature, this type of digital
certificateismorecostly.
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How It Works

Anindividual wishing to send an encrypted message appliesfor adigital certificate from PenTeleData. PenTeleDataissues an encrypted digital certificate
containing the applicant’s public key and a variety of other identification information. PenTeleData makes its own public key readily available through print
publicity or perhaps on the Internet. The recipient of an encrypted message uses the PenTeleData’ s public key to decode the digital certificate attached to the
message, verifiesit asissued by PenTeleData and then obtains the sender’ s public key and identification information held within the certificate. With this
information, the recipient can send an encrypted reply.

Secure | nternet communication using Public Key I nfrastructure PKI hasfour key components:

- Private K ey — Each Private Key and Public Key is amathematical algorithm through which acommunication is passed and encrypted. A communication
encrypted using a given Public Key may only be deciphered by the corresponding Private Key. Additionally, any communication encrypted with the
Private Key can only be deciphered by the corresponding Public Key. The Private Key, asits name suggests, never leaves the server on which it was
originally generated. Any individual using the Private Key to encrypt a message can rest assured that it can only be deciphered using the corresponding
Public Key. The holder of the Public Key accepts communication with the confidence that the communication originated with the one and only holder of
the Private Key.

- Public Key — The Public Key, asits name suggests, can be distributed publicly by the holder of the Private Key. Any individua encrypting a
communication with the Public Key is assured that the communication can only be deciphered by the holder of the Private Key.

- Trusted Third Party, TTP (a.k.a. Certificate Authority, CA) — Sometimesin situations where arelationship is exclusively electronic, auser may
obtain a Public Key from the holder of a Private Key but not have confidence that the holder of the Private Key is actually who they say they are. Thisis
where the Trusted Third Party works. If the holder of the Private Key can show that their Public Key/Private Key pair has been certified by a TTP, then the
user can havefull confidence the Public Key they are using actually belongs to the party with whom they wish to communicate. A validated Public Key/
Private Key pair in which the Private Key exists on aserver isconsidered aWeb Certificate.

In order to be useful, the Certificate Authority must be recognized by the major browsers as a Root Certification Authority. This means that when abrowser
seesthe authentication it says*“| trust that Authority’ sjudgment. Proceed”. This processis unseen to the user unlessthe CA isnot recognized by the browser. If
thekey pair is not authenticated by a CA or the CA is not recognized by the browser the user will get a message stating that the identity of the server cannot be
authenticated.

- Secure Socket Layer Encryption (SSL Encryption) — Once the identity of the server has been verified, the browser will open a SSL session with the
server SSL encryption isused to encrypt information transfers from the user’ s browser to the server with which the SSL session has been established. The
browser encrypts the communi cation and the server decipherstheinformation. Internet browsers can enter into a secure communication at either 128-bit
SSL encryption or 40-bit SSL encryption. 128-bit SSL provides a higher degree of protection than 40-bit. Although standard issue browsers are still 40-bit
browsers, they can be easily upgraded.

Thetwo key metricsby which adigital certificate can beevaluated are:

- Browser Recognition— Inorder for aWeb Certificate to work without generating an error message it must be recognized by the browser. In order to be
recognized the Web Certificate must have been issued by a CA that has root authority in the browser. This can be accomplished in two ways: 1) through an
arrangement with the maker of the browser or 2) through an arrangement with a party that already has root authority in the browser. Thelist of CAsthat
have thisauthority isastatic list in the browser. Therefore, for future revisions of the browser it isonly possiblefor anew CA to get certification from the
maker of the browser. In order to obtain certificationsin existing versions of browsers, the only optionisfor the CA to get cross-certified by a CA that
aready hasroot certification in the browser. Therefore, depending upon with whom the CA hasits cross-certification agreement and how it has managed
itsown root CA initiatives, each certificate will have varying degrees of recognition.

- SSL Security Level — Prior to January 2000 it wasillegal for aNorth American company to export 128-bit technology outside of North America. That
export restriction has since been lifted and none of the major Web Certificate suppliers sell 40-bit certificatesany longer. A 128-bit SSL Web Certificate
can support both 40-bit and 128-bit SSL sessions such that, if aweb server isusing a 128-bit web server certificate, the server will be able to securely
communicate with any commercially available browser. Thelimitation on the level of security isthe browser.

Digital CertificatePricing:

PenTeleDataPrivateDigital Certificate.........coovernerrerenenne $10.00 per month ($49.95 setup)
PenTeleDataShared Digital Certificate ... ... $5.00 per month ($25.00 setup)
VeriSign Digital Certificate ..........cc....... ..$349.00 per year ($299.00 setup)

How Dol Get One?

PenTeleDatamakesit very simpleto obtain adigital certificate. To begin the process of obtaining a Digital Certificate PenTeleData, prepare thefollowing
information before calling one of our friendly salesrepresentatives:

« If your organization is acompany, corporation, partnership, or proprietorship, you will need to submit the company registration document, or a copy of
your article of incorporation or partnership stamped by the relevant authority to PenTeleData.

« If your organization is agovernment department or agency, you will need to submit an original letter signed by the department head on appropriate
letterhead to PenTeleData. Theletter must include contact information for the department and for the signer’ simmediate superior.

« If your organization is a non-government organization (NGO), you will need to submit an original letter signed by the Chief Executive, Chairman, or
Managing Director of the NGO on appropriate |l etterhead to PenTeleData.

« If your organization isauniversity, you will need to submit an original letter signed by the Dean or Vice-Chancellor of the requesting department on
appropriate letterhead to PenTeleData. Theletter must include contact information for the University.

« If your organization is A Doing Business As (DBA) organization, please submit acopy of the DBA registration papersfor local levies and taxes or officia
correspondence indicating your right to use the name given.

« If your organization is atype of organization not listed here (such asthe |ETF) please contact PenTeleDatato determine suitable documentation.

In order tocompletetheprocess, wewill also need thefollowinginfor mation:
Domain Name, Name of Owner, Company Name, Address, Name of Authorization Contact, Company Name, Phone Number, Title

540 Delaware Avenue Palmerton, PA 18071 E-mail: prosales@ptd.net
Tee 1-800-281-3564 Fax: 610-826-4707 Web: www.penteledata.net
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